warbiking \o/ Captive pgir'f)ﬁll('eCnOHSIdEI‘Ed

28.2. 02:39 |enda | skare: 80 | blog: Wievnicek | Praha
Re: Blnlr'au e internetovyc stranek

Cdpovec Cznacit jako reseni | Sbalit | Wwse | Link | Blokovat | Admin

Maximaini vyhoda feseni GeCon je vsak jeho absolutni spolehlivost filtrace a monitoringu
webovych stranek. Tato viastnost je dana tim, Z2e na koncové klienty se neinstalyje Zadna
aplikace, ktera by monitorovala ona PC a zakazovala pfistup na urdité stranky. Tuto funkci toti?
obstrava samotny server, pres ktery probiha veskery obsah z intermetu. JiZ z principu tedy neni
moZné toto feseni njak obelit a stava se tak 100%-né spolehlivym,

» se 0 polarkad, ze to do deseti minut prostrelim?

Fuy, to byl hrozny sen! Zahlédljsem v hexdumpu g!



Captive portal

Wi-Fi network - Vysoke uceni technicke v Brne - Icewease

File Edit Wiew History Bookmarks Tools Help [@I https:/fwifigw.cis.vutbr.cz/login.php

VYSOKE UCENI TECHNICKE V BRNE
Mfé—ﬁt network

Prihlaseni

VUTLogin nebo i ~ ' P
- T

lo VUT

WVUT PIN Wi Fi v UT

plihlasit

. InTI M
e Spravci V

+ easy to use
InNsecure, Insecure, Insecure



Common implementation
problems

Some ports allowed (UDP/53) O)PE
Plain HTTP login WiRESHARK

Internal DNS queries allowed



Design flaws

Client autentization bas
...MACs can be spoofed...

...users can be spoofed.
...data retention!

Wireless traffic encryption?!




DNS tunelling

You can push DNS queries...
L

*» dig +short brmlab,cz
d31,146,121,2
Hl} I

...you can push the whole Internet!

Bypass nearly any restriction — blocked ports,
L7 filters, government censorship...

even better than Tor or Skype
but requires special endpoint and is slow (~1 kB/s)



How does i1t work?

?'GET http://brmlab.cz/'.hrach.eu\

LAN DNS server (recursive)

? 'GET http://brmlab.cz/'.hrach.eu IN TXT '<html><head>...’

My evil DNS server

IN TXT '<html><head>..."




Well, the real implementation...

Tunnels SSH — encryption, built-in socks
proxy...

BASE32 (case-insensitive) queries and
BASEG4 responses in TXT records

Some flow control (we emulate TCP!)



File

= I = d

Edit \iew Go Capture Analyze Statistics Help

= & el

EEXQS A

2 F & EE & |

E]Eilter: b +E}-{pressinn... &Wmazat qj?EDuil't

Ma..| Time Source DestinationProtocy Info

30 0,826684 192.168.0.1 192.168.0.2 DNS Standard query response A 24.0.0.0

32 0.933536 192.168.0.1 192.162.0.2 DWS Standard query response TXT

34 0,973396 192.168.0.1 192.168.0.2 DNS Standard query response A 110.0.0.0

36 1.028421 192.168.0.1 192.168.0.2 DNS Standard query response A 34.0.0.0

38 1,057613 192.168.0.1 192.168.0.2 DNS Standard query response TXT

F Queries
= ANsSwers
w Bl6-43487.1d-18542. down.sshdns. pokuslO. moco.com: type TXT, class IN

Mame: B16-43487.1d-18542.down.sshdns.pokusl@.mooo.com
Type: TXT (Text strings)

Class: IN (0x0001)

Time to live: O time

Data length: 209

Text: AAAALAgTAAAAQQDeSTyQaZlMNSOrZWPvE3765nhe6x300SsICqwnkyLT 1GSkogt7medldémllggz
151Ts1]03/0xXc1 jdmgbmAc2IkbekhVi JDOKBOCNAKTgo 7n IWESHECZR2gwWonNV3bEB] Zco=

o770
Doso
0O90
C0al
lelelu]e]

gTAAAAQQ DeSfyGa-
1TMNSOrZW PvO3785n
heanUaS aJqunhy

|__Pl»] [

[+

| Text item (]I 151 by'tes |F’ac|~cets 71 Dlsplayed 71 Marked 0 Dropped: O

[Profile; Default




Oh god, | want my students
(employees, citizens) to be safe!

IDS to detect (enormous DNS traffic)

there are other possibilities
(IP over Avian Carriers, Morse
Code over ICMP...)



< scissors ethernet ca

& & v File Edt Vie

The ultimate solution

able&thbr

GOR ,8[@ scissors ethernet cable

Vyhledavani

Wie
Obrazky
videa

Zpravy
Makupy

Wice

Visechny

vysledky
Podle tématu i
Q100 % 80

Libovolna
velikost

welks
Stiedni
lkona
WEtSi nez...
Pfasné...

Libovolna
barva

Plné hana

Bezpeciné wyhledavani - mirny reZim -

http:/fwww. google. comfimgres?hl=cs&biw=1079&bih=671 &tbs=imgo: 1 &tbm=isch&tbnid=gWYXYUX|gzZR-M: &imgrefurl=ht...

28950

2048 x 1536

74.125.79.102 +2




More magnets!

nttp://jenda.hrach.eu/f/install
nttp://dnstunnel.de/

nttp://heyoka.sourceforge.net/



http://jenda.hrach.eu/f/installfest-2010-dns-tunelovani.odp
http://dnstunnel.de/
http://heyoka.sourceforge.net/

UAG

(the end)
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